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Introduction 5[ &

BWI uses reasonable measures to safeguard personal information that is provided online.
BWI understands the premium placed on protecting personal information on the Internet,
and this policy lets you know what information we collect, how we process and safeguard it,
and how you may exercise your rights to access, update, correct or erase your information.
Thus, BWI encourages anyone who accesses our site to read this privacy policy, so that you
may understand how we use personal information provided to us through the website.
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BWI Group is the owner of the data and may share the information (specifically information
gained via cookies) with our business partners.
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What is personal data? 42 AEE?

Personal data means any information relating to any living individual (also known as a ‘data
subject’) who can be identified (directly or indirectly) in particular by reference to an identifier
(e.g. name, NI number, employee number, email address, physical features) or to one or
more factors specific to the physical, physiological, genetic, mental, economic, cultural or
social identity.
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Personal data may be automated (e.g. electronic records such as computer files or in emails)
or in manual records which are part of a filing system or are intended to form part of a filing
system (e.g. structured paper files and archives).
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What does ‘processing’ personal data mean? “tE”" 4 ABEEHH L ?

‘Processing’ personal data means any operation or set of operations which is performed on
personal data or on sets of personal data, whether or not by automated means, such as
collection, recording, organization, structuring, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination or otherwise making available,
alignment or combination, restriction, erasure or destruction.
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In order to provide services to you, we may need to process data about you which may in
some parts contain personal information. If so, we will only do so that we can respond to
you, evaluate your application/CV, or engage in the requested service.
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The following personal information may be processed by us:
AT BRI NAE BT
- Information provided voluntarily by you such as your name, user name, emalil
address and mobile telephone number via you using our website or via your
completed job application or CV.
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- Information automatically collected from you
- ATENERERE R

o When you access our website, we may automatically collect additional
information about you which may contain personal information which is
automatically recognized by our server, such as:
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Your IP address; #& 1) 1P Hiuhk;
= Device type, name, and IDs ##2K7 . &A1 ID
= Date and time of your requests i# 3K H 3| Fl} 7]
= Content of your requests iRk N %
= Information on your browser version i T 28 i 415 &
= Screen resolution i %4 #i %
» |nformation on your operating system, including language settings

BIERGER, OEESRE

- Uses of your information: We will process your information in order to identify you
and communicate with you.
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Automated decision making H3{bRE

BWI will not use your personal data for automated individual decision — making, including
profiling, which produces legal effects concerning you or significantly affects you.
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If your computer browser is set to allow “cookies”, then the BWI site, like most sites on the
Internet, installs cookies on your device. By using our website, you are agreeing that we can
use cookies in accordance with this policy.
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Cookies consist of pieces of text, often including unique identifiers (strings of letters and
numbers) that are sent by web servers to web browsers, and stored by the browser. The
identifier may then be sent back to the server each time the browser requests a page from
the server. This enables the web server to identify and track users as they navigate different
pages on a website and to identify users who are returning. Note: Most of our cookies are
not personal data.
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Cookies may be either “persistent” or “session” cookies. Persistent cookies consist of a text
file sent to the web browser from the web server, and are stored by the web browser until its
set expiration date or until the user deletes the cookie. A session cookie will expire when the
user closes the web browser and is not retained after the browser is closed.
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There are a number of different ways in which you can accept or reject some or all cookies
and similar technologies. Some of the main methods of doing so are described below:
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e You are welcome to block the use of some or all of the cookies we use on our
website. However, please be aware that doing so may impair our website and its
functionality or may even render some or all of it unusable.
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e You should also be aware that clearing all cookies from your browser will also delete
any cookies that are storing your preferences, for example, whether you have
accepted cookies on a website or any cookies that are blocking other cookies.
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You can find more detailed information about cookies and adjust your browser settings by
visiting_www. al laboutcookies. org
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The legal basis for cookies for EU users is Art. 6 (1) lit f GDPR thus; we have a legitimate
interest in analysing the use of our website to improve our services and advertisement.
Please see BWI cookies policy for more information on why we use cookies, how we
use cookies and for what purpose and how to control cookies.
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Cross border transfers IS &4

Within the scope of our information sharing activities set out above, your personal
information may be transferred to other countries which may have different data protection
standards than your country of residence. Please note that data processed in a foreign
country may be subject to foreign laws and accessible to foreign governments, courts, law
enforcement, and regulatory agencies. However, we will take reasonable measures to keep
up an adequate level of data protection when sharing your data with such countries.
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In the case of a transfer from a country within the EU and EEA to a country outside the EU
and EEA, this transfer will be protected by signed module clauses. Please see
https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/model-
contracts-transfer-personal-data-third-countries _en for more information.

245 MR ARTIRIC I 28355 X 358 A 1] 5% 1] IR SR RN IR N 28 355 [X 58 9 |6 S A i, D) 2 28 S8 AR 2% 0T i A%
WmLUE . 2= Bi5 23 M https://ec.europa.eu/info/law/law-topic/data-protection/data-
transfers-outside-eu/model-contracts-transfer-personal-data-third-countries _en.

Security &4

Keeping personal data safe and complying with BWI security procedures to protect the
confidentiality, integrity, availability and resilience of personal data is a key responsibility for
BWI and its workforce.
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BWI has an Information Technology Policy, which sets out its organizational and technical
security measures to protect information, including personal data.
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The Information Technology Policy also sets out protocols for employees on use of
technology and communications systems, which also help to ensure appropriate security of
personal data, stored or communicated using such systems.
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We regularly evaluate and test the effectiveness of these measures to ensure the security of
our personal data processing activities through regular internal audit.

TAT@EL AN, PP RIIZ S i A S, PAERIEAS AN A B TE B) 1 2 4
Data retention ¥#E{R4F

Records containing personal data should only be kept for as long as they are needed for the
identified purposes. BWI has in place data retention, storage and deletion policies and
internal processes/guidelines regarding various types of company records and information
that contain personal data.
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We take appropriate steps to retain personal data only for so long as is necessary, taking
into account the following criteria:

FANS IR SRR, RIPOE = (18 it A 75 22 (IR A DR A N B -

e the amount, nature, and sensitivity of the personal data; ™ AN E¥E %, PR
JEME

e the risk of harm from unauthorized use or disclosure; 2 #Z A F sk 3% 7 v it B
10 AR

e the purposes for which we process the personal data and how long we need the
particular data to achieve these purposes; ZEEAN ANEHERFIE I, PLEASEELIX L H
P 5 A PR BT

e how long the personal data is likely to remain accurate and up-to-date; /> A\ 4 7 5¢
PREFHERA AN ORI H IR 5

e for how long the personal data might be relevant to possible future legal claims; and

e any applicable legal, accounting, reporting or regulatory requirements that specify
how long certain records must be kept. ™ ANE# 7T 585 AR A VAR A R LA
S AR AT s b AURAE HIBR AR AT i iR AR . 2 fil B A 20K

MinorsREREAN

BWI websites are not directed toward individuals under the age of 13. We do not seek, or
knowingly collect information from people under the age of 13. BW!I abides by the United
States Children’s Online Privacy Protection Act (COPPA) and similar other countries children
protection laws. In the case we notice a person younger than 13 has provided personal
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information to us, we will use that information only to respond to the person to inform him or
her that we must have parental consent prior to receiving their information.

BWT WHub ANEF XS AT 13 BN JATAT REGE G RMR 13 ZHAREEEE . BIT &
SFO(SEELE MK EARIIE)  (COPPA) Nz FiAth [ S R U LB RIPIE AR AL SE o A FRATAR BN
AR 13 BN NAEARMEERE, BATRASMEMZE R MIZARE, &SRz NI TL RS
FACER A S A Re R IOLAE B

EU individual rights and requests Bk AN AR FIE R

Under data protection law, individuals have certain rights when it comes to how we handle
their personal data. For example, an individual has the following rights:
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The right to make a ‘subject access request’. This entitles an individual to receive
a copy of the personal data we hold about them, together with information about how
and why we process it and other rights which they have (as outlined below). This
enables them, for example, to check we are lawfully processing their data and to
correct any inaccuracies.
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The right to request that we correct incomplete or inaccurate personal data that
we hold about them.

ZORBATHOEBRAVIRAF KA 58 BERANER AN AR IR

The right to withdraw any consent which they have given.

P BIE B B AT R R AR

The right to request that we delete or remove personal data that we hold about
them where there is no good reason for us continuing to process it. Individuals also
have the right to ask us to delete or remove their personal data where they have
exercised their right to object to processing (see below).
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The right to object to our processing of their personal data for direct marketing
purposes, or where we are relying on our legitimate interest (or those of a third party),
where we cannot show a compelling reason to continue the processing.
FERAMIABESLBE> NS IRV ARG AL PR e )00 T, RO RATTH T EL#E 4 H s
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The right to request that we restrict our processing of their personal data. This
enables individuals to ask us to suspend the processing of personal data about them,
for example if they want us to establish its accuracy or the reason for processing it.
BOR BATTRR A N B BB . MR, 254 A Ay B 3RATTIE ) AN N H 4
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The right to request that we transfer to them or another party, in a structured
format, their personal data which they have provided to us (also known as the right to
‘data portability’). The applicability of this right is where:
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o NPT ILZ AT IATH AL N B, BERIATLAGE 1 A% =X L s 77 4 AR
(WRRZ RN “BHRITRBO o ZBCRIER T T E
(a) the processing is based on consent pursuant to point (a) of Article 6(1) or
point (a) of Article 9(2) or on a contract pursuant to point (b) of Article 6(1); and
MR AZIEEE 6 (1) 2% () TUELE 5 9 (2) 5% (a) Ts TR R, B #2056 (1) %
(b) W SLI & A AL 2
(b) the processing is carried out by automated means.
SGEBNNS Pl SR Wi g (S E
e The right to challenge a decision based solely on profiling/automated processing,
to obtain human intervention, and to express their point of view.
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Contacting us BRRIRA]

Please submit any questions, comments or concerns regarding this policy or any other
requests concerning your personal information to our Data Protection Manager Michael
Garland @ Michael.garland@bwigroup.com.

HRABURRARTSE R . S8, 80 58 NG EA KRR HARER, 1E ARG IRAT
IR PRI 4 3 Michael Garland, &iEHibE Michael. garland@bwigroup. com.

Policy amendments BU&&T

BWI reserves the right to change this policy, from time to time by updating our website
respectively. If so, any changes will apply to personal information collected after the policy
effective date. We encourage our users to visit the website periodically and review our
current privacy policy.

BWI A BGHE B JRATHI MG, AR ABSRIATIE S AT, WS SO e R
TAEBORA R AW BERRN NG o FATSIh P57 i P & W8 E FATH AT R AL EUR .

BWI
When printed, this document is uncontrolled unless properly identified as controlled

Rev: 2 28-Sept.-2018



